HNudpopmannonnas naMsiTka 00 OCHOBHBIX PUCKaX I AeTeil B cetn «AHTepHeT» U MepbI 0 UX
MHHUMM3ALHHU

C KaXIbIM TOIOM MOJIOJISKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, & IIKONbHUKU OHU M3 CAMBIX
AKTHBHBIX I0Jb30BaTened Pynera. Mexny TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH,
MHTEpHET HECET U MpoOIeMbl. DTa NaMsITKa JIOJKHA IIOMOYb TeOe 6e3011acHO HaXOJUThCS B CETH.

KomnbroTrepHbie BHPYChI

KomnbroTepHbIil BUpYC — 3TO pa3HOBHIHOCTH KOMITBIOTEPHBIX MTPOrpaMM, OTJIIMIUTENHHOMN
0COOCHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.

B nononHenue K 3TOMY, BUPYCH MOTYT OBPEUTD WM TIOJIHOCTHIO YHHUTOXKUTH BCE (Pailiibl U JJaHHBIE,
MOJJKOHTPOJIbHBIE MOJTb30BATEII0, OT MMEHH KOTOPOro ObUIa 3amylieHa 3apakéHHas IporpaMma, a Takke
MOBPEIIUTH WM Ja)KE€ YHUUTOKHUTH ONIEPAIIHOHHYIO CUCTEMY CO BCeMH (aiiiamu B 1enoM. B
OOJBIIMHCTBE CITy4aeB paclpoCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

Merto/1bl 3aLUTHI OT BPEJOHOCHBIX ITPOrPAMM:

1. Hcnonb3yii cOBpeMEeHHbIE ONepallMOHHbBIE CHCTEMBI, UMEIOIINE CePbE3HBIN YPOBEHD 3aIUTHI OT
BPENOHOCHBIX IIPOTPaMM;

2. TlocrosiHHO ycTaHaBIMBAaK nadtd (U(POBbIE 3aIUIATKH, KOTOPhIC aBTOMATHYECKU
YCTaHABIIMBAIOTCS C LEINBIO JIOPAOTKU MPOrpaMMBbl) U Ipyriue OOHOBIICHUS! CBOCH OIepaliOHHON
cucreMbl. CKkaunBai X TOJIBKO ¢ ouiMaabHOro caira paspadorunka OC. Eciu cymiecTByer
PEXMM aBTOMAaTUYECKOTO OOHOBJIEHHUS, BKIIIOYH €T0;

3. PabOoraii Ha cBOeM KOMITBIOTEpE ITOJT IIPaBaMH MOJIH30BATENS, & HE aJIMUHUCTpaTOpa. JTO HE
MO3BOJIUT OOJBITMHCTBY BPEIOHOCHBIX MPOrPaMM WHCTAJLTHPOBATHCS HA TBOEM ITEPCOHATLHOM
KOMIIBIOTEPE;

4. Hcnonw3yil aHTUBHPYCHBIE POTrPAMMHBIE MTPOAYKTHI H3BECTHBIX TPON3BOIUTEIIEH, C

ABTOMATHYECKUM OOHOBJICHHEM 0a3;

Orpanndb (HpU3NYECKUid JOCTYI K KOMIIBIOTEPY TSI TOCTOPOHHUX JIHII;

Hcnonp3yit BHENTHIE HOCUTENN WH(OPMAITNH, TaKue Kak (IIelika, TMCK Win (aiil u3 nHTepHeTa,

TOJBKO U3 TPOQEPEHHBIX HCTOYHIKOB;

7. He oTkpbpIBall KOMIIBIOTEPHBIE (DAL, TOTyYeHHBIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxe Te
(haiimpl, KOTOpBIE TPUCITAT TBOW 3HAKOMBIH. JlydIie yTouHu y HEro, OTIPABIISLII JIU OH TeOe HX.
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Cerun WI-FI

Wi-Fi - 310 He BHJI Iiepeayun JaHHbIX, HE TEXHOJIOTHs, a BCEro Juiib Open, Mapka. Eme B 1991 roay
HUJEepIIaH/CKas KOMITaHus 3apeructpupoBaia opeaa « WECA», uTo 0603Ha4gano cioBocodeTaHue
«Wireless Fidelity», koTopsriif mepeBoauTCs Kak «OeCcIpOBOIHAS TOUHOCTY.

Jlo Hamrero BpeMeHH JoIia Ipyras abOpeBuarypa, KOoTopas sSBISETCS TaKOW e TEXHOIOTHel. JTo
ab0peBuatypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHJApPT BBICIIHIA 3BYKOBOH TEXHUKH
Hi-Fi, uto B mepeBoie 03Ha4YaeT «BBICOKAsI TOYHOCTHY.

Jla, GecriiaTHBIA UHTEPHET-IOCTYI B Kade, OTENSIX U ad3poropTax sBISETCS OTIIMYHOW BO3MOXKHOCTBIO
BBIXO/Ia B MHTEpHET. HO MHOTHE KCIIepTHI CYUTAIOT, 4TO obmenoctynHbie Wi-Fi cetu He sBstoTCS
0€e30I1aCHBIMU.

Cosersl 110 6e30macHOCTH pabore B 001Ie10CTyHBIX cersix Wi-fi:

1. He nepenasaii cBoro MuHyt0 HH(popMaLuio yepe3 odumenoctynHsie Wi-Fi cetn. Paboras B Hux,
KeJIaTelnbHO He BBOAUTH MMAPOJIX AOCTYIA, JIOTHHBI M KaKHe-TO HOMEpa;

2. Hcnonp3yit 1 0OHOBIISI aHTUBUPYCHBIE IPOrpaMMbl B OpanaMayep. Tem caMbIM Tbl
obe3omnacuib cedsl OT 3aKauKy BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmroun ¢pynkiuio «O0muid goctyn K ¢aiaaM U IprUHTEPam».
Hannas GpyHKIMS 3aKpBITa IO YMOITYaHHUIO, OJHAKO HEKOTOPHIE MIOIb30BATEIN aKTUBUPYIOT €€
Uil yaoOcTBa MCIOIb30BaHuUs B paboTe uin y4eoe;



4. He ucnons3yii myonuuneiii WI-FI ai1st mepepayn IMYHBIX AaHHBIX, HATPUMED LIS BBIXOJA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO TIOUTY;

5. Hnonw3yii Tonbko 3amuiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeO-
aapeca BBoOu UMeHHO «https://»;

6. B moOmisHOM Tenedone orkiaroun pyHknuio «[loakmouenne k Wi-Fi aBTomarnuecku». He
JONyCKaii aBTOMaTHYECKOr o MOIKITI0UEH s ycTpoiicTBa k cersiMm Wi-Fi 6e3 TBoero cornacusi.

ConuajJbnHbIe CeTH

COHI/IaJ'II)HI)IC CCTHU aKTHBHO BXOIAT B Hallly )XWU3Hb, MHOT'UC JITOJU pa60Ta10T " )KUBYT TaM IIOCTOSAHHO, 4 B
Facebook yxe 3apeructpupoBan MUUTHAP.T YSITOBEK, YTO SBJISACTCS OJHON CEIbMON BCEX KUTEICH
IIJIAHETBHI.

MHorue 1oJjib30BaTelld He MOHUMAOT, YTO HH(pOpMaIns, pa3MeIeHHas UMH B COLIMAIbHBIX CETSIX,
MOJKET ObITh HalJICHA U MCIIOJIb30BaHa K€M YTOJIHO, B TOM YKCJIE He 00sI3aTeIbHO ¢ OJlaruMu
HaMEpPEHUSIMHU.

OCHOBHEBIE COBETHI 110 OE30IMaCHOCTH B COLIHAIBHBIX CETIX:

1. Orpannyb CITUCOK JIpy3eid. Y Teds B APY3bsX HE IOJDKHO OBITH CITyYaifHBIX M HE3HAKOMBIX
b1 001 (97

2. 3amuiiaii CBOIO YaCTHYIO ku3Hb. He ykasbiBaii maposu, TenedoHbl, ajapeca, 1aTy TBOCTO
POXIICHHS U APYTYIO THYHYIO HHPOPMAIHIO. 30YMBIIUICHHUKHA MOTYT UCIIONB30BATh JIaXe
rnH(OpMaIMIo 0 TOM, KaK Thl ¥ TBOM POIUTENH TUIAHUPYETE IPOBECTH KaHUKYIIHI;

3. 3amuiiaii CBOIO peryTalMio - ISPKH €€ B YUCTOTE U 33JaBaii cede BOIPOC: XOTEN ObI Thl, YTOOBI
JpyTHe TOIh30BATENH BHEIHU, YTO THI 3arpyxaemis? [logymaii, mpex e uem 4To-To
OITyOJIMKOBATh, HAIICAThH U 3aTPY3HTD;

4. Ecny Tel TOBOPHIIB C JIIOJBMH, KOTOPBIX HE 3HAEIIb, HE MCIIONB3YH CBOE PEAThbHOE UMSI U JPYTYIO
JUYHYI0 HTHPOPMAIIMN: UMS, MECTO )KUTEIbCTBA, MECTO yYIeOBI U MPOUEE;

5. MH36eraii pasmenienus ortorpaduii B IHTEpHETE, TIe Thl M300paXKeH Ha MECTHOCTH, 110 KOTOPOM
MOJKHO OTIPEAEITUTh TBOE MECTOIOIOKEHNUE;

6. Tlpu perucrpanuu B COUAILHON CETH HEOOXOMMO UCTIONB30BaTh CIIOKHBIC TAPOIIH, COCTOSIIHE
13 OyKB ¥ IU(p U ¢ KOTUIECTBOM 3HAKOB HE MeHee §;

7. Jlns coruanbHOM CeTH, TOYTHI U APYTUX CAliTOB HEOOXOIUMO HUCIIOIB30BATh PA3HBIE TTAPOIIH.
Torma ecnu TeOs B3IOMAIOT, TO 37I0YMBIIIIEHHUKH MTOTy4aT TOCTYI TOIBKO K OJJHOMY MECTY, a
HE BO BCE Cpa3zy.

DJ1eKTPOHHBIE JeHbI'H

DJNEeKTPOHHBIE IEHPIH — 3TO OYEHb YIOOHBINA CITOCO0 TIaTeXel, OJHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOpPBIE XOTSIT MOMYyYUTh 3TH JICHBIH.

ONeKTpOHHBIE JEHBI'H MOSBUINCH COBCEM HEIABHO U UMEHHO M3-3a 3TOI0 BO MHOTUX I'OCYAAapCTBax JI0
CHX TIOp HE MIPOMMCAHO PO HUX B 3aKOHAX.

B Poccun ke onn (1)yHKLII/IOHI/Ipy10T 1 O HUX YK€ IPOIMHUCAHO B 3aKOHE, I'/IC UX PAa3ACIA0T Ha HECKOJIBKO
BHUJIOB — AaHOHUMHBIC 1 HC aHOHHUMHBIC. Pa3HI/ILIa B TOM, YTO aHOHUMHEBIC - 3TO T€, B KOTOPBIX
pa3peuiacrcsa MpoBOAUTL OIICpaliun 0e3 I/I,ZleHTI/I(bI/IKaLII/II/I IIOJIB30BAaTECIIsA, a B HCAHOHUMHBIX
I/IILeHTI/I(bI/IKaI_II/II/I MOJIL30BATENS SIBJISETCS 00s13aTENbHOMA.

Taxoxe CJICAYCT pa3jinvdaThb 3JICKTPOHHBIC (1)I/IaTHBIe JACHbI' (paBHBI rocyaapCTBEHHbIM BaJ'IIOTaM) )51
QJICKTPOHHBIC HG(l)I/IaTHLIG JACHbBI' (He PaBHBI rOCYy1apCTBECHHBIM BaJ'IIOTaM).

OcHoBHBIE COBETHI 110 O€30MacHOi paboTe C ANEKTPOHHBIMU AEHBI aMH:

1. TlpuBsbku K cyeTy MOOMJIBHBIN TenedoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTD
JOoCTyN K cyety. IIpuBsizaHHBII TenedoH MOMOXET, eciiu 3a0yaellb CBOM MIaTeKHbINA Mapoib WK
3aii/iellb Ha CalT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonp3yit ogHOpa3oBble naponu. [locie nepexona Ha yCHIICHHYIO aBTOPH3ALMIO TeOe yKe He
OyzeT yrpokaTh ONAaCHOCTh KPaXXM WIIM TIepeXBaTa IIAaTeKHOTO MapoJis;



3. BriOepu cinoxubIii apons. [IpecTynHukam OyneT HE IPOCTO YralaTh CIIOKHBIHA Mapoiib.
HanexHbie maposin — 3TO mapoii, KOTOPhIE COACPKAT HE MEHee 8 3HAKOB U BKJIFOYAIOT B ceOs
CTPOYHBIC U TIPOMKCHBIC OYKBBI, IIU(PPBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JI0JUIapa,
(yHTa, BOCKIHIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIU CBOM JIMYHBIC JAHHBIC HA CAWTaX, KOTOPBIM HE JOBEPSCIIIb.

JJ1eKTPOHHASI MOYTA

OJNeKTpOHHAs 10YTa — 3TO TEXHOJOTUS U MPEA0CTABIIAEMBIE €10 YCIYTH 10 MePEChUIKE U MOTYUYEHUIO
3JIEKTPOHHBIX COOOIICHUN, KOTOPBIE PACIIPEACISIIOTCS B KOMITBIOTEPHOH CETH.

OOBIYHO 3JIEKTPOHHBIHN MOYTOBBIN SAIMK BBITJISIUT CICIYIOUIM 00pa3oM:
MMs_TI0JIh30BaTEIS(@HUMsI_JIOMEHa.

Taroke KpoMe Tepeiadur IpOoCTOro TEKCTa, UMEETCSl BO3MOXKHOCTD ITepeaaBath (aibl.

OCHOBHBIE COBETHI 110 0€30I1aCHOMN paboTe ¢ ANEKTPOHHOM MOYTOM

1. Hazo BbIOpaTh NpaBUIILHBIN MMOYTOBBIN CEPBHUC. B MHTEpHETE eCTh OrPOMHBIN BBIOOD
OecIIaTHBIX TOYTOBBIX CEPBHCOB, OHAKO JIyUIIle JOBEPATH TEM, KOT'O 3HACIIh U KTO IEPBHIN B
pelTHHrE;

2. He yka3bIBaii B THUHOIA MToUTe IMUHYIO0 WHpopManuio. Hanpumep, syurnie BHIOpaTh
«MY3BIKTBHBIA_(aHaT@» i «pok2013» BMecTo «remal 3»;

3. Hcrnonp3yi ABYX3TAITHYIO aBTOPU3AIUI0. DTO KOI/Ia TOMUMO MapoIisi HYyXKHO BBOJUTH KOJI,
MpHUChUTaeMBIN 110 SMS;

4. BriOepH CII0XKHBINA Mapoiib. JlJis KaXI0ro MoYTOBOIO SIIHMKA JOJKEH ObITh CBOM HaJICKHBIH,

YCTOWMYMBBIN K B3JIOMY MapoJb;

Ecnu ecTh BO3MOXXHOCTh HallMCaTh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIOJIb3YH 3Ty BO3MOXXHOCTb;

Hcnonb3yil HECKOIBKO MOYTOBBIX SIIIMKOB. [IepBbIi [l 4aCTHOM MEPENUCKU C aJpecaTamu,

KOTOPBIM THI JOBEPSIEIIh. DTO 3JIEKTPOHHBIN aJjpec He HaJ0 MCIIOIb30BaTh PU PETHCTPAINX Ha

dhopymax u caiftax;

7. He oTkpbIBaii (ailiiel 1 ApyrUe BIOKEHUS B TUCHMaX Ja)Ke €CJIM OHM MPUIILIA OT TBOUX JPY3CH.
Jlydie yTo4HU y HUX, OTIPABISLIIA JIH OHU Tebe 3TH (paitiisl;

8. Tlocne okoH4aHUs paOOTHI HA MIOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKIIAJIKU C CATOM He 3a0yIb
Ha)KaTh Ha «BbIATH.
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Ku6epOyaJuHr WM BUPTyaibHOE H31€BATEIHCTBO

KubepOymmmHr — mpecnenoBaHue COOOIIEHUSIMHE, COEPIKAIMMHA OCKOPOJIEHHS, arPecCHio,
3aIyTUBAHUE; XYJIUTAHCTBO; COIUALHOE OOMKOTUPOBAHKE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pKOE ¢ KHOEPOYIUTMHTOM:

1. He Opocaiics B 6oii. Jlydmmii crmoco0: MOCOBETOBaTHCS Kak cedsl BECTH U, €CIIM HET TOT0, K KOMY

MOYXHO OOpaTHUTHCS, TO BHaYaJIe YCIIOKOUThCS. Ecy Thl HauHelb 0TBEYaTh OCKOPOICHUAMH Ha

OCKOpOJICHHS, TO TOJBKO ellle 0O0JIbIle Pa30oiOKeIlb KOH(INKT;

VYnpassii cBoel kubeppemyTauunei;

3. AHOHHUMHOCTb B ceTd MHUMasl. CyILIecTBYIOT CIIOCOObI BBISICHUTD, KTO CTOUT 38 @aHOHUMHBIM
AKKayHTOM;

4. He crout BeCcTH XyJIMT'aHCKUI 00pa3 BUPTYyaJbHOU *HU3HU. IHTEpHET PUKCUPYET BCE TBOU

JEUCTBHS U COXpaHACT UX. Y JAINTh UX Oy/eT KpaiiHe 3aTpyIHUTEIBHO;

CoOumofaii cBOW BUPTYaIbHYIO YECTh CMOJIOAY;

6. HrHopupyii eanHnuHbI HeraTuB. OTHOPAa30BbIe OCKOPOUTENBHBIE COOOILICHNUS JTyYllie
urHopupoBatb. OOBIYHO arpeccusi MpeKpaaeTcss Ha Ha4yaJIbHOW CTaanu;

7. baun arpeccopa. B nporpammax oOMeHa MIrHOBEHHBIMHU COOOLIEHUSIMH, B COLIMAJIBHBIX CETSIX €CTh
BO3MOXKHOCTB OJIOKHPOBKH OTIIPaBKM COOOLIEHHUH C ONpeeNIeHHbIX a/IpecoB;

8. Ecnu TbI cBHAeTens KnOEpOysuHra. TBoU AEHCTBUS: BBICTYIIMThH POTUB IPECIE0BATES,
[I0Ka3aTh EMY, UTO €ro JEHCTBUS OLEHUBAIOTCSI HETATUBHO, MONIEP)KATh KEPTBY, KOTOPOI
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HYXXHa INCUXOJIOTNYCCKas IMIOMOIIIb, COO6HII/ITI) B3pOCJIBIM O (baKTe arpe€CCUBHOIO NMOBCACHU B
CCTU.

MoOunbHbli Tenedon

CoBpeMeHHbIe cMapT(HOHBI U TUIAHILIETH COACPKAT B cebe BIOIHE B3POCIBIA (YHKIIMOHAT, U TEEph OHU
MOTr'yT KOHKYPUPOBATh CO CTAlITMOHAPHBIMU KOMIILIOTECPpAMMU. OZIHaKO, CpCACTB 3alllUThI JJIA HOI[O6HI>IX
YCTPOMICTB IIOKa OYEHb MAJIO.

TectupoBaHue 1 MOKUCK ysI3BUMOCTEN B HUX NPOUCXOANT HE TaK MHTEHCUBHO, Kak jis [IK, To ke camoe
Kacaercsi © MOOMITBHBIX MTPUII0KECHHIH.

CoBpeMeHHbIe MOOMITBHEIE Opay3ephl yiKe MPaKTHYECKH JOTHAIN HACTONBHBIC aHAJIOTH, OTHAKO
pacimpeHnre pyHKIIMOHAIA BJeYeT 32 cOOO0M OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIUIIICHHOCTb.

Jlaneko He Bce MPOM3BOJMTENH BHITYCKAIOT OOHOBIICHHSI, 3aKPBIBAIOIINE KPUTUICSCKUE YI3BUMOCTH IS
CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JijIsl 0€30MMaCHOCTH MOOUIIBHOTO TenedoHa:

1. Hwuuero He sBiIsIeTCS MO-HACTOAIIEMY O€CIUTATHBIM. Byib ocTOpOXKEH, Bellb Korja Tede
npeajiararoT 6eCHHaTHBII71 KOHTCHT, B HEM MOI'yT 6BITB CKPBIThI KAKUEC-TO IIJIATHBIC YCIIYT'U,

2. Jlymaii, npexne yem otnpaButh SMS, ¢oto unu Buneo. Tol TOUHO 3HaeNIb, TJIe OHU OYIyT B

KOHEYHOM HTOTe?

Heo0xo011M0 OOHOBIISITH OMEPAIIMOHHYIO CHCTEMY TBOETO cMapTQoHa;

Hcnonk3yit aHTHBHPYCHBIE TPOTPAMMBI JIJ1s1 MOOWIIBHBIX Tele()OHOB;

5. He 3arpyxaii npuioxeHus: OT HEU3BECTHOTO HCTOYHUKA, BElb OHU MOTYT COJEPIKATh
BpPEIOHOCHOE TIPOTpaMMHOE 00ECTIeYEHHE;

6. Ilocie Toro Kak Thl BBIMIEIb C CaliTa, IJ¢ BBOAWI JINYHYIO HHGOPMAIIHIO, 3211 B HACTPOHKH

Opayszepa u ymanu cookies;

[leproanyeckn mpoBepsiii KaKKue TUTaTHBIE YCIIYTH aKTHBHPOBAHbBI HA TBOEM HOMEPE;

8. Jlamaii cBOit HOMEp MOOHIILHOTO Telle)OHa TOJIBKO JIFOIIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSIEIIIb;

9. Bluetooth momkeH ObITH BBIKITIOUEH, KOTJIa ThI UM HE MOJb3yelibes. He 3a0biBaii mHOT 12
MIPOBEPATH ATO.
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Online urpsoi

CoBpeMeHHbIE OHJIAIH-UTPBI — 3TO KPaCOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS, 00bETUHSIIONINE COTHI
TBHICSY YEIIOBEK M0 BceMy MUpy. Urpoku nccieayoT TaHHbI UM MEp, OOIIAIOTCS IPYT C APYTOM,
BBITIONHSIOT 3a/IaHUS, CPAKAIOTCSA C MOHCTPAaMH H TTOMYYalOT OIBIT. 32 yOBOJIBCTBHAE OHU TUIATSAT:
MTOKYTIAfOT JVICK, OTUIAYMBAIOT a0OHEMEHT WIIH MTPHOOPETAIOT KaKNe-TO OIIIUH.

Bce atu cpencrsa nayt Ha moaiepKaHue U pa3BUTHE UIPHL, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPHU3ALIMH, BBIITYCKAIOTCS HOBbIE NaTYH (LU(POBbIE 3aIUIATKU IS
IIPOrpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[OGHLIX HUrpax CTOUT OIlaCaThbCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXU TBOCTO IIApOJId, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOpU3alluN OOIBIINHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroii urpok Beznet ceds II0X0 WK Co3aeT TeOe HENPUSTHOCTH, 3a0JIOKHPYH ero B
CITCKE UT'POKOB;

[Tokamy¥icss anMUHUCTpAaTOpPaM UIPhI HA TUIOXO€E MTOBEIEHUE 3TOI0 UTPOKA, JKENATEIBHO
MIPIIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUAE CKPUHOB;

He yxa3piBaii mruuny0 nH(GOpMAaLUIO B Ipodaiiiie Urphl;

VYBaxail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnmmBaii HeopuuanbHble NaTYH U MOJBI;

Wcnonw3yii cioxHbIE U pa3Hble apoIIy;
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7. Jaxe BO BpeMsi HTPbI HE CTOUT OTKJIFOYATh aHTHBUPYC. [10Ka ThI UTpaeiilb, TBOM KOMITBIOTED
MOTYT 3apa3UTh.

OUIIUHT WA Kpaxa JJUYHbIX JaHHBbIX

OOBIYHOI KpaXkel IeHer U JOKYMEHTOB CErofHS YK€ HUKOro He yAUBH{Ib, HO C pa3BUTHEM WHTEPHET -
TEXHOJIOTUH 37I0yMBIIUICHHUKN TIEPEMECTUIINCH B MIHTEPHET, M MPOIOKAIOT 3aHUMATBCS «JTFOOUMBIMY
ZIEJIOM.

Tak mosiBuIach HOBasi yrpo3a: HHTEPHET-MOLICHHUYECTBA WK (DUILUHT, TJIaBHAasI [[elTb KOTOPOTO COCTOUT
B MOJTY4YEHUH KOH(PHICHINAIBHBIX JaHHBIX MOJb30BaTeNeld — JIOTMHOB U napoei. Ha anrimiickoMm
s3bIKe phishing unraercs kak ¢pummHr (ot fishing — priOHast 10B1s, password — Mapodb).

OcHoOBHEBIE COBETHI TI0 O0pBOE ¢ PUITHMHTOM:

1. Caenu 3a cBoMM akkayHTOM. Eciu TeI moo3peBaeiiib, 4To TBOS aHKeTa Oblila B3JIOMaHa, TO

HEoOXO0JMMO 3a0JIOKMPOBATh €€ M COOOIUTH aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO

CKOpeEe;

Hcnonw3yit Oe3omacHbie Be0-CaThl, B TOM YKCJIE, MHTEPHET-Mara3uHOB U IIOUCKOBBIX CHCTEM;

3. Hcnonb3y# clioxHbBIE U pa3HbIe Mapoin. TakuM 00pa3oM, ecii Te0sl B3IIOMAIOT, TO
37IOYMBILUIEHHUKY TIOIy4aT JOCTYI TONBKO K OJHOMY TBOEMY MPO(]HITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3MOMaH, TO HEOOXOANMO MPEAYIPEANTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

n00aBjIeHbI y T€0S B APY3bsIX, O TOM, 4TO TeOS B3JIOMAJId U, BO3MOYKHO, OT TBOEI'0 HMEHH OyaeT

pacchlIaThCA CllaM U CCBIJIKKU Ha q)HIHI/IHFOBI)Ie CaﬁTbI;

¥YcranoBu HaaexHbIH mapois (PIN) Ha MoOMITBHEIH TenedoH;

OTKITIOUN COXpaHEHHE Mapoiis B Opaysepe;

He otkpriBaii (aiiyiel u Ipyrue BIOKEHHS B TUChMaX JIaXKe €CJIM OHM MPHUIIUIA OT TBOUX JPY3EH.

Jlydie yTouyHHM Yy HUX, OTIPABIISIIN JI OHU Tebe A TH (paitiisl;

n

No o

udposas penyrauus

Hudposast permyTarys - 3T0 HETaTHBHAS HIIM MO3UTUBHASI MH(POPMAITHS B CETH O Tebe.
Komnpomernpyromas nHGopManus pa3MenieHHas B THTEpPHETe MOXKET Cephe3HBIM 00pa3oM OTPa3UTHCS
Ha TBOEW peasbHOM KU3HHU.

«udposast permyranusp» - 3T0 TBOW UMUK, KOTOPHIA (hopMupyercs u3 nHpopManuu o Tede B
WHTEpHETE.

TBOE MeCTO KUTENHCTBA, Y4eObl, TBOC (PHHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH XapaKTepa 1 PaccKasbl O
ONM3KUX — BCE OTO HAKAIMIMBACTCS B CETH.

MHorue noxpoCcTKH JIETKOMBICTIEHHO OTHOCSITCA K IMyOIMKauuy JuuHoi nHdopmanuu B UHTepHeTE, He
MTOHUMas BO3MOXKHBIX TOCHeACTBUMA. ThI laske He CMOXKEIlb I0ralaThCcs 0 TOM, 4TO GoTorpadus,
pa3MmelieHHas 5 JieT Ha3al, cTana IpUYMHOM OTKa3a NPUHATH Teds Ha padoTy.

KommenTapuu, pasMenienne TBoux ¢ororpaduil u apyrue JeicTBUsS MOTYT HE HCUE3HYTh Aaxke Mociie
TOT0, KaK Thl X yJaJullib. Thl HE 3HACIIb, KTO COXPAaHII 3Ty HH(POPMAIIHIO, IONaJIa JIM OHA B TIOMCKOBBIE
CHCTEMBI M COXPaHWUJIACh JIM OHA, a IJIaBHOE: YTO MOAYMAIOT O TeOE OKpY’Kalollee JI0AN, KOTOpble HAlAyT
1 yBUAAT 3T0. HaliTi nH(pOpMAaLIMI0 MHOTO JIET CITyCTSl CMOKET JF000H — Kak U3 JOOPBIX MOOYXKIEHUH,
TaK ¥ ¢ HAMEPEHHEM NPUUUHHUTD BPeA. ITO MOXKET OBITh KTO YT OJTHO.

OcHOBHBIE COBETHI 10 3aIIUTE HU(PPOBOI peryTaum:

1. Tlomymaii, mpex/e yeM 4TO-TO MyOJIMKOBATh U MEPeIaBaTh y ceOs B OJI0Te WK B COIMATIBHOM
CeTH;

2. B Hactpoiikax npoduiis YCTAHOBH OMPAaHHUCHHUS Ha TPOCMOTP TBOETO MPOGUIIS U €ro
COJICPIKUMOT0, CJIeTai ero TOMbKO «JJIs APY3ei»;

3. He pa3meinaii u He yka3piBail HH)OPMAIIHIO, KOTOPas MOXKET KOr0-TH00 OCKOPOJISTh Win
00MKaTh.



ABTOpCKOe PaBo

COBpeMeHHLIe IIKOJIbHUKH— aKTHUBHBIC I10JIb30BATCIIN HI/I(prBOFO IMpOCTpaHCTBA. OI[HaKO JaJICKO HEC BCC
3HAIOT, 4TO IMOJIb30BaAHUEC MHOTUMH BO3MOXKXHOCTAMHA HI/I(prBOFO MHpa Tpe6yeT CO6J'IIOILCHI/ISI mpaB Ha
HUHTCIJICKTYAJIbHYIO COOCTBEHHOCTE.

TepMmuH «MHTEIEKTyalIbHAs! COOCTBEHHOCTHY» OTHOCHTCS K pa3IMYHBIM TBOPEHHUSM YEIOBEYECKOT O yMa,
HAYWHAasl C HOBBIX M300pETEHNH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha IPOIYKTHI U YCIYTH , U
3aKaH4YMBas KHUTaMH, GOTOrpagusiMu, KHHOPHUIbMaMU H MY3bIKaJIbHBIMH MTPOU3BEICHUSMHU.

ABTOpCKHUE TIpaBa — 3TO MPaBa HA HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh Ha TIPOU3BEACHUS HAYKH,
JINTEPATYPHI U UCKYCCTBA.

ABTOpCKHE TIpaBa BBICTYNAIOT B KAUYECTBE FapaHTHU TOTO, YTO WHTEIIEKTYaIbHBIA/TBOPUECKUN TPy
aBTOpa He OyJeT HalpacHbBIM, JacT MYy CIIPaBeUINBbIC BO3MOKHOCTH 3apaboTaTh Ha pe3ybTaTaX CBOEr0
Tpy/la, MOJIy4YUTh U3BECTHOCTD U IIPU3HAHUE.

Huxkro 6e3 pa3pemnienust aBTopa He MOXKET BOCIIPOU3BOANUTE €0 IIPOU3BEICHUE, PACIIPOCTPAHSTS,
MyOJIMYHO JIEMOHCTPUPOBATh, IPOJABaTh, HMIIOPTUPOBATH, ITYCKATh B TIPOKAT, ITyOJIMYHO UCIIONHSTH,
MOKAa3bIBAThH/MCIIONHATE B d(UpPE UK pa3Meliath B HTepHeTE.

Hcnonb3oBaHue «TUPATCKOT0» MPOrpaMMHOT0 00eCcIiedeHus] MOXKET MPUBECTH K MHOTHM PUCKaM: OT
MOTEPH JTAHHBIX K TBOMM aKKayHTaM JI0 OJIOKHUPOBKH TBOETO YCTPOWUCTBA, TJI€ YCTAHOBIIEHHBINA HE
neraypHas mporpamMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYET JIETAIbHBIC M OECILUIATHBIE
[IpOrpaMMBbl, KOTOPBIE MOXKHO HANTH B CETH.



